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Unveiling the Intricacies of SamSam Ransomware: A
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Introduction

This analysis describes the in-depth analysis of SamSam Ransomware. The malware execution flow and chain
of attack depends on different variant of SamSam ransomware. The variant, | am analyzing today is
developed to exploit windows systems. The delivery of this variant achieved by the RDP brute forcing. The
attacker brute forced the windows systems and dropped these two files on victim computers [Exe, Xml]. The
SamSam Ransomware is using the RSA-2048 and AES 256 encryption methods to encrypt systems file. The
dropped XML file contains the public encryption key. SamSam exhibits relatively fewer instances compared
to other malware families like Cryptomix, Cerber, and Locky. This malware variant uniquely targets
organizations instead of individual internet users.

Over the past 12 months, the Author has conducted a comprehensive evaluation, making analysis and reverse
engineering challenging. While all these samples fall under the umbrella of "SamSam," the attackers have
employed various names to label their projects.

Here are some of the .NET project names observed:

® samsam

e MIKOPONI

o RikiRafael

o showmehowto
e wanadoesme
o wanadoesme?2
e gonomore

e gotohelldr

e  WinDir

The SamSam itself consists of two components:

e An executable

e Keyxml extension file contains the encryption key

Capabilities
e Samsam creates files inside the user directory
o  Samsam queries all running process
e  Samsam perform discovery and queries GUID
e Samsam utilizes the defense evasion technique Masquerading
e Samsam deletes the backup files
e Samsam encrypts the entire system using RSA-2048

e Creates guard pages, often used to prevent reverse engineering and debugging




Technical Details and Chain flow

File Info:

MDS
SHA-1
SHA-256
Vhash
Authentihash
Imphash
SSDEEP
TLSH

File type
Magic
TriD

File size
PEID packer

28601495a80c126a63c26a5610d515e6

3840eff73b8bé11dfé62a10cacd75cae1810710b1
0c1804ff73135e2a7920afac1c49cbedIbl1ac120b58%fec08a87b05f 457ebd2
25403655151100af12d0053
Pc459a8cfbiD4e45725de?3abb31592410cd0111644678a494fb78526bbE2407
f34d5f2d4577edéd9ceechlocfbardd
768:50JPSh/E2mqzDjAsMIzAgy TOjxsDRpCTwC p5B:ISRxjABIzPygjxCpCTwCpf
TIF43340292AD0E13EE166CA374BFFD35BBFB26003240B494C1CAED717491E551ADB365E
WIN32EXE executable windows wind2 pe  peexe

PE32 executable for MS Windows (GUI) Intel 80386 32-bit Mono/.Net assembly

Generic CIL Executable (.NET. Mono, etc.) (72.5%) = Winé4 Executable (generic) (10.4%) =~ Win32 Dynamic Link Library {generic) (6.5%)

Win32 Executable (generic) (4.4%)  OS/2 Executable

(generic) (2%)
51.00 KB (52224 bytes)
NET executable

SAMSAM also known as by security vendors:

Security vendors' analysis (1)

Ad-Aware

AhnLab-V3

AlYac

Arcabit

AVG

BitDefender

Comado

Cybereason

Cynet

DrWeb

Emsisoft

ESET-NOD32

Fortinet

Ikarus

K7AntiVirus

Kaspersky

MAX

McAfee

Microsoft

QD Generic.Ransom.5amSam.C593FFC7
CD Trojan/Win32.Samas.C1676066

QD Trojan.Ransom.SamSam

QD Generic.Ransom.5amSam.C593FFC7
(1) Win32:Ransom-AYO [Tr]]

CD Generic.Ransom.Sam5am.C593FFC7

CD Malwal

CD Malicious.5a80¢1

M#391tvnosfa4km

QD Malicious (score: 99)

QD Trojan.Encoder.6671

CD Generic.Ransom.SamSam.C593FFC7 (B)
(D AVariant Of MSILfFilecoder.Samas.B
CD MSIL/FilecoderSamas.Bltrransom

CD Trojan.MSIL Filecoder

(D) Trojan (004ff3a21)

QD HEUR:Trojan-Ransom.MSIL.Generic

(D Malware (ai Score=100)

QD Ransomware-FEF1286D1495A80C

(D Ransom:MSIL/Samas.E

Flow of attack and execution:
The Initial access of victims in this APT campaign achieved by brute forcing the RDP. The attackers dropped
two files and executed. The stage 1 file created a batch file in user directory and executed it. The batch
file is checking all running processes in loop and looking for main process, if the main process is not running
it deletes all files from disk which indicated the self-destruction technique according to MITRE Att&CK. The
main process encrypts all systems and leave a ransom note contains the detail about bitcoin address and
other communication ways to pay ransom.

AegisLab

Alibaba

Antiy-AVL

Avast

Avira (no cloud)

BitDefenderTheta

CrowdStrike Falcon

Cylance

Cyren

Elastic

eScan

F-Secure

GData

Jiangmin

K7GW

Malwarebytes

MaxSecure

McAfee-GW-Edition

NANO-Antivirus

Do you want to automate checks?
QD Trojan.MSIL.Generic.jlc
(1) RensomMsIL/Samas 5598255
QD Trojan/Generic. ASMalwS.1D06D1E
QD Win32:Ransom-AYC [Trj
(D HEUR/AGEN.1109348
(D Gen:NN.ZemsilF.34722.dm0@agBro3b
() Winimalicious_confidence_100% (W)
(D Unsafe
0]

QD Malicious (high Confidence)

32/Azorult.D.gen!Eldorado

(D Generic.Ransom.SamSam.C593FFC7
(1) Heuristic HEURIAGEN.1109348

(D Generic.Ransom.SamSam.C593FFC7
(D Trojan.MSIL.gcot

(1) Trojen (D04ffea21)

(1) Malware AL2056418218

QD Trojan.Malware.300983.susgen

QD Ransomware-FEF!286D1495A80C

(D Trojan.Win32.Encoder.ejewix
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Tools and Environment

e  Flare-VM (Windows 10)
e REMnux (Simulator)

e dnSpy

e Cutter

e Detect-it-easy
e RegShot

e ExelnfoPE

e De4dot

e Capa

e Procmon

® Process Hacker

e TcpView

e PE Bear

e PE Studio
o  Wireshark

Stage 1 (WinDir.exe)

Basic and Advanced Static Analysis

Basic Information
WinDir.exe:

o0z 1ololnoion

ol 1o

r22 ' > o

Delete shadow f Encrypt Data gy no
file E; lHnolonaoion

SHA256: 0c1504ff73135e2a7920afac1c49c6edlbl1ac120b589fec08a87b05f457ebdmd5s

MD5: 286d1495a80c126a63¢c26a5610d515e6
CPU: 32-bits

Language: .Net programming language (c#)




Interesting Strings: "taskkill /f /pid

userprofile\Desktop\Desktop\_SALTEAAAAPI2nDcnZ 1 T3UwfsFQMZ{R7XzfWagWhbfI2fYASWAGh4tEAAA
AH8waUVAF3EUA /8505vkPNOOGEMLO116CJlvcGTbnAesg5YS2M4bKhDkWUKn9catLXAcFPExQOjY QbRX7
gyYQxI9M=</html><body style="background-color:lightgrey;'><pre><font
color="Red'><center><h3>&#35;&#87;&H104;&H97;&H116;&H#32;&H104;&H#97;&H112;&H#112;&#
101;&#110;&H#101;&H#100;&#32;&H#116;&H#111;&#32;&#121;&#111;&#117;&#114;8#32;&#102
&H#105;8H#108;&#101;&#115;&#63;</h3></center></font>&#65;&#108;&#108;&#32;&#121;&
H111,&#117;&H#114;&#32;&#102;&#105;&#108;&H#101;&#115;&#32;&H#101;&#110;&#99;&#11
4;&H#121;&#112;&#116;&H#101;&#100;&#32;&#119;&#105;&H#116;&#104;&#32;&#82;&#83;&#
65;8&HA45;&#50;&#H48;&H52;&#56;&#32;&H#101;&#110;&H#99;&H#114;&#121;&#112;&#116;&#10
5;&#111;&H#110;&#44;&#32;&#70;&H# 11 1;&#114;&#32;&H#109;&#111;&#114;&#101;&#32;&#1
05;&H#110;&H#102;&#111;&#114;&#109;&H#97;&#116;&#105;&H#111;&#110;&#32;&#115;&#101
&HO7; &HT114;&H99;&H#104;&H#32;&#105;&H#110;&#32;&#71;&#111;&#111;&#103;&#108;&#10
1;&H#32;&#34;&H#82;&#H83;&H#H65;&H32;&#69;&H110;&H99;&#114;&#121;&H#112;&#116;&#105;
&H#111;&#110;&#34;<font
color="Red'><center><h3>&H#35;&H#72;&H#111;&H#119;&H32;&H116;&#111;&#32;&H#114;&#101;&
HO9;&H111;&H#118;&#101;&#114;&#32;&H102;&H#105;&#108;&#101,;&#115;&#63;</h3></cent
er></font>&#82;&#83;&H65;&H#32;&#105;&#115;&H#32;&HO7;&#32;&#97;&#115;&H#121;&#10
Q;&H#109;&H#101;&H#116;&H#114;&H#105;&H#H99;&H#32;&H#99;&H#114;&#121;&#112;&#116;&#111;&
H#H103;&#114;&#97;8&H#112;&H#104;&#105;&#99;&H#32;&H#97;&#108;&#103;&#111;&#114;&#105
&H116;&H#104;&#109;&H44;&H#32;&H#89;&#111;&#117;&#32;&H#110;&#101;&#101;&#100;&#3
2;&H 11 1;&H#T10;&H#T101;&#32;&H#107;&H#101;&H#121;&H#32;&H#102;&#111;&#114;&#32;&#101;&
H110;&H99;&H# 1 14;&#121;&#112;&#116;&#105;&#111;&#110;&#32;&#97;&#110;&#100;&#32
EHTT1L;&H#110;&#101;&#32;&#107;&#101;&H#121;&#32;&#102;&H#111;&#114;&#32;&#100;&#
101;&#99;&H#114;&H#121;&H#112;&H#116;&H#105;&#111;&#110;&#10;&#83;&#111;&#32;&#121;
QHT11;&#117;&H#32;&#110;&#101;&#101;&#100;&#32;&#80;&#114;&#105;&#118;&#97;&#1
16;&H#101;&H#32;&#107;&#101;&H#121;&#32;&#116;&H#111;&H#32;&#114;&#101;&#99;&#111;&
H118;&H#101;&#114;&H#32;&#121;&# 11 1;&#117,;&H#114;&#32;&H#102;&#105;&#108;&#101;&#1
15;&H#46;&H#10;&#73;&H#116;&#39;&H#115;&#32;&#110;&#111;&#116;&#32;&#112;&#111;&#1
15;&H#115;&H#105;&#98;&#108;&H#101;&#32;&#116;&#111;&#32;&#114;&#101;&#99;&#111;&
H118;&H#101;&#114;&#32;&H#121;&# 11 1;&#117,;&H#114;&#32;&#102;&#105;&#108;&#101;&#1
15;&H#32;&H#119;&H#105;&H#116;&H#104;&# 11 1;&#117;&#116;&#32;&H#112;&#114;&#105;&#118
&HI7;&HT116;&H#101;&H#32;&#107;&#101;&#121;<font
color="red"><center><h3>&#35;&H#72;&#111;&H119;&#32;&H116;&H#111,;&H#32;&#103;&#101;&
H116;&H#32;&H#112;&H#114;&H#105;&H#118;&H#97;&H#116;&#101;&#32;&#107;&#101;&#121;&#63
i</h3></center></font>&H#89;&#111;&#117;&#32;&#99;&H97;&#110;&#32;&#103;&#101;&#1
16;&H#32;&H#121;&H# 11 1;&#117;&H114;&H#32;&#112;&#114;&H#105;&H#118;&#97;&#116;&#101;
&#32;&H#107;&H#101;&H#121;&H#32;&H#105;&H#110;&H#32;&#51;&#32;&#101;&#97;&#115;&#121;
&H#32;&H#115;&H#116;&#101;&#112;&#58;<br><font
color='"DrakRed'>&#83;&#116;&#101;&#112;&#49;&#58;</font>&#32;&#89;&#111;&#117;&#3
2;&H#109;&#117;&H#115;&H#116;&H#32;&#115;&#101;&#110;&H#100;&#32;&#117;&H#115;&#32;<
font
color="red">&#32;&#66;&#105;&H#116;&#67;&H#111;&#105;&H#110;&#115;</font>&#32;&#116;
&HT1T11;&H#32;&H#114;&H#1071;&#99;&H#101;&H#105;&#118;&#101;&H#32;&H65;&#H76;&H#H76;&#32;&
#80;&H#114;&#105;&#118;&#H97;&H#116;&H#101;&H#32;&#75;&#101;&#121;&#115;&#32;&#102;
&H1T11;&H#114;&#32;&H#H65;&H#H7 6;&#7 6;&H32;&#H97;&H#102;&#102;&#101;&#99;&#116;&#101;&
#100;&#32;&#80;&#67;&#39;&#115;&H#46;<br><font
color='DrakRed'>&#83;&#116;&#101;&#112;&#50;&#58;</font>&#32;&#65;&#102;&#116;&#1
O1;&H#114;&H#32;&#121;&#111;&#117;&#32;&#115;&#101;&#110;&#100;&#32;&#117;&#115;
&#32;<font color="red'><br><br><br><br><font




color='DrakRed'>&#83;8#116;&#101;&#112;&#51;&#58;</font>
&#87;&H#H101;&#32;&H#119;&H#105;&#108;&#108;&#32;&#114;&#101;&#112;&#108;&#121;&#
32;&H#T16;&H#111;8&H#32;&#121;&#111;&#117;&H#114;&#32;&H#99;&#111;&#109;&#109;&#101;
&HT10;&H#116;&H#32;&#119;&#105;&#116;&#104;&#32;&#97;&#32;&#100;&#101;&#99;&#11
4;&H121;&H# 11 2;&H#116;&H105;&H#111;&H#110;&#32;&H#115;&#111;&#102;&#116;&#119;&#97;
&HT114;8H#101;&H44;&#32;&#89;&# 11 1;&#117,;&#32;&#115;&#104;&#111;&#117;&#108;&#1
00;&#32;&H114;&H117;&H#110;&#32;&H#105;&H#116;&H#32;&# 11 1;&#110;&#32;&H#121;&#111;&
H117,;&H#114;&#32;&H#H97;&H#102;&H#102;&#101;&#99;&#116;&#101;&#100;&#32;&#80;&#67;&
H32;&H#H97;&H110;&H#100;&#32;&#97;&#108;&#108;&#32;&#101;&#110;&#99;&#114;&#121;&
H112;&#116;&#101;&#100;&#32;&#102;&#105;&#108;&#101;&#115;&#32;&#119;&#105;&#1
08;&#108;&#32;&#98;&#101;&#32;&#114;&#101;&H#99;&#111,;&#118;&#101;&#114;&#101;&
#100;<br><font

color="DrakRed'>*< /font>&H#79;&#117;&#114;&#32;&H#83;&H#105;&#116;&#101;&#32;&#H65;&#
100;&#100;&#114;&#101;&#115;&#115;&#58;<a
href="><b></b></font><br>&#40;&#73;&#102;&#32;&#121;&H#111;&#117;&#32;&#115;&#1
O1;&#110;&#100;&#32;&#117;&#115;&#32;<font
color="red">&#32;&#66;&H105;&#116;&H99;&#111;&H105;&H#110;&H#115;&#32;&H116;&H#111;
&H#32;&H#H114;&H#101;&#99;&#101;&#105;&#118;&#101;&#32;&#104;&#97;&#108;&#102;&#3
2;&H#111;&#102;&#32;&H#107;&#101;&H#121;&#115;8&H40;&#114;&#97;&#110;&#100;&#111;&
#109;&#108;&#121;&#41;&#32;&H#97;&#110;&#100;&H#32;&#97;&#102;&#116;&#101;&#114;
&HI2;&H#121;&# 11 1;&#117,;&#32;&H#118;&H#101;&H#114;&#105;&H#102;&#121;&#32;&#105;&#
116;&#32;&#115;&#1071;&#110;&#100;&#32;&#50;&#110;&#100;&#32;&#104;&#97;&#108;&
H#102;&#32;&H#116;&#111;&#32;&H#114;&H#101;&H#99;&#101;&H#105;&#118;&#101;&#32;&#97;
&#108;&#108;&#32;&#107;&#101;&#121;&#115;&#32;&#41;<br> <font
color="red'><center><h3>&#72;&H#111;&#119;&H32;&H#84;&H111;&#32;&H65;&H#99;&#99;&H10
1;&#115;&H#115;&#32;&#84;&#111;&#32;&H79;&#117;8&H#114;&H#32;&#83;&#105;&#116;&#10
1;</h3></center></font>&#70;&H#111;&H114;&H32;&#97 ;& H#99;&H99;&H101;&H#115;&#115;&#
32;&#116;&H#111;&#32;&H# 11 1;&H#117;&H114;&H#32;&H#115;&H#105;&H#116;&#101;&#32;&#121;
&HT1T11;&#117;&H#32;&#109;&#117;&H#115;&H#116;&#32;&H#105;&H#110;&#115;&#116;&#97;&#
108;&#108;&#32;&#84;&H#111;&H#114;&#32;&#H98;&H# 1 14;&#111;&#119;&#115;&#101;&#114;
&#32;&H#H97;&H#110;&#100;&#32;&#101;&#110;&#116;&H#101;&H#114;&#32;&#111;&#117;&#1
14;8&H#32;&H#115;&H#105;&#116;&#101;&#32;&#85;&#82;&#76;&H#32;&#105;&#110;&#32;&#12
1L;&H# 11 1G,&H# V17, &H# 1 14;&H#32;&H#116;&H#111;&H#114;8&H#32;&H#98;&#114;&#111;&#119;&#115;&
H101;&H#114;&H#H46;&H#10;&H#89;&#111;&H#117;&H#32;&#99;&H97;&H#110;&H#32;&#100;&#111;&#
119;&H#110;&#108;&#111;&H#97;&#100;&#32;&H#116;&H#111;&H#114;&H#32;&H98;&H#114;&#111;
EHT19;&H#115;&H#101;&#114;&#32;&H#102;&H#114;&#111;&#109;&#32;<font

color='DrakRed'>< /font><a
href="https://www.torproject.org/download /download.html.en">https: / /www.torproject.org /download /d
ownload.html.en</a>&#70;&H#111;&#114;&#32;&#109;&#111;&#114;&H#101;&#32;&#105;&#11
0;&#102;&H#111;&H#114;&H#109;&H97;&H#116;&H#105;&H#111;&H#110;&#32;&#112;&#108;&#101;
HO7 ; &H115;&H#101;&#32;&#115;&#101;&H97;&H114;&#99;&#104;&#32;&H#105;&#110;&#32;
&H71;&HT11;&#111;&#103;&#108;&#101,;&#32;&H#34;&H72;&H 11 1;&H#119;&#32;&H#116;&#11
1;&H#32;&#97;&H99;&H99;&#101;&#115;&#115;&#32;&H# 11 1;&H#110;&H#105;&H#111;&#110;&#3
2;&H#115;&H#105;&#116;&#101;&#115;8&#34;&#32;<br><br><font
color="red'><center><h3>&#35;&#32;&#84;&#101;&#115;&#116;&#32;&#68;&#101;&#99;&#1
14;&#121;&H#112;&H#116;&H#105;&H#111;&#1 10;&#32;&#35;</h3></cen'rer></font><br>&#67;&
H#104;&#101;&#99;&#107;&#32;&H# 111, &H#117;&H114,;&#32;&#115;&#105;&#116;&#101;&#44
;&H32;&H#89;&H#111;&#117;&#32;&H#H99;&H97;&#110;&#32;&#117;&H#112;&#108;&#111;&#97;
&HT100;&#32;&#50;&#32;&#101;&#110;&#99;&H114;&#121;&#112;&#116;&#101;&#100;&#3
2;&#102;&#105;&#108;&#101;&#115;8&#32;&#97;&#110;&#100;&#32;&#119;&#101;&#32;&#




119;&#105;&#108;&#108;&#32;&#100;&#101;&#99;&H#114;&H#121;&H#112;&H#116;&#32;&#121
SEHI1 ;& 117;&H#114;&H#32;&H#102;&H#105;&H#108;&H#101;&#115;&#32;&H#97;&#115;&#32;&#1
00;&#101;&#109;&#111;&#46;&#32;&#32;<br><font
color="red"><center><h3>&#35;&#87;&#104;&#101;&H#114;&H#101;&H#32;&#116;&#111;&#32;&
HO8;&H117;8H121;&#32;&#66;&#105;&H116;8H99;&#111;&#105;&#110;</h3></center></fon
t><br>&#87;&#101;&#32;&#97;&#100;&#118;&#105;&#99;&#101;&#32;&#121;&#111;&#117
QHI2;&HT16;&H# 11 1;&H#32;&H98;&H#H117,;&H#121;&#32;&H#H66;&#105;&#116;&#H99;&#111;&#105
&H110;&H#32;&H#119;&H#105;&H#116;&H#104;&#32;&H#H67;&H#H97 ;& H115;&#104;&#32;&#68;&#101
SEHT12;&H#111;&#115;&#105;&#116;&#32;&H#111;&H#114;&#32;&#H87;&#101;&H#115;&#116;&#
101;&#114;&H#110;&#85;&H#110;&#105;&H#111;&#110;&#32;&#70;&H#114;&#111;&#109;&#32;
&HT104;8&H#116;&H#H116;&#112;&#115;&#58;&#47 ;& #47 ;& #108;&#111;&#99;&#97;&#108;&#98;
&H#T105;8H#116;&H99;&H#111;&H#105;&#110;&#115;&#46;&H99;&H#111;&#109;&#47;&#32;&#11
1;&#114;&#32;&#104;&#116;&H#116;&H#112;&#115;&H#58;&H#47 ;& #47;&#99;&H#111;&#105;&#1
10;&H#H99;&H#H97;&#102;&H#101;&#46;&H#99;&#111;&#109;&#47;&H#98;&#117;&#121;&#98;&#10
5;&H#116;&H#99;&#111;&#105;&#110;&#115;&#119;&#1071;&#115;&#116;&#101;&#114;&#110
&HA6;&HT12;&H104;&H#112;&H#H10;&#66;&#101;&H#H99;&H#H97;&#117;&H#115;&#101;&#32;&#116
&H104;&H#101;&#121;&#32;&H#100;&#111;&H#110;&#39;&#116;&#32;&#110;&#101;&#101,;&#
100;&#32;&H97;&H#110;&H#121;&H#32;&#118;&#101;&#114;&#105;&#102;&#105;&#99;&#97;&
H116;&H#105;&#111;&#110;&#32;&#97;&H#H110;&#100;&#32;&#115;&#101;&#110;&#100;&#32
EH121;&# 11 1;&#117,;&#114;&#32;&#66;&H#H105;&H#116;&#99;&H#111;&#105;&#110;&#32;&#1
13;&#117;&#105;&#99;&#107;&#108;&#121;&#46;<br><br><font
color="red"><center><h3>&#35;&#100;&#101;&#97;&#100;&#108;&#105;&#110;&#101;</h3>
</center></font><br>&#89;&#111;&H#117;&#32;&H#106;&#117;&H#115;&#116;&#32;&#104;&#
97;&H#118;&H#101;&#32;&#55;&#32;&#100;&#97;&H#121;&#115;&#32;&H#116;&#111;&#32;&#1
15;&#101;&#110;&#100;&#32;&#117;&#115;&#32;&#116;&#104;&#101;&#32;&#66;&#105;&
H116;&#67;&H#111;&H#105;&H#110;&#32;&#H97;&H#102;&#116;&#101;&#114;&#32;&#55;&#32;&
H#H100;&H#97;&H#121;&H#115;&#32;&#119;&#101;&#32;&#119;&#105;&#108;&#108;&#32;&#114
EHT10T;&H#109;&H#111;&H#118;&#101;&#32;&H#121;&H# 11 1;&H# 11 7;&H# 1 14;&#32;&H#112;&H#114;&
H105;&#118;&#97;&#116;&#101;&#32;&H#107;&H#101;&H#121;&#115;&#32;&#97;&#110;&#100
&H32;&H105;&H#116;&#39;&H#115;&H#32;&H#105;&#109;&#112;&#111;&#115;&#115;&#105;&#
98;&#108;&#101;&#32;&#116;&H#111;&H#32;&#114;&H#101;&H99;&#111;&#118;&#101;&#114;
&H3I2;&H121;&#111;&#117,;8&#114;&H#32;&H102;&H105;&#108;&#101,;&#115;</pre></htmI>EA
AAAL64zV92G5v /huezRw/wRoeW SbwvGFHA5BmMNXImLQMQueyWVUB4aGi3Z5129zggjaSi5Snwc5quV
Nu1nbubNCgksA+XzDE+T9+ukEqbwCPErRLDdjc68URMkoWRhF /+DglEoUhJFSZb7Yv3zi8I5ybjwIS8vqPAf
ApIWHRZIEu1gZqHsJCoJW6icQzYthCz/bF5elu2b /2C43FKr4xkujuU1 ADy+qUHNBxik5xtyz9 1Th6 ASmHHL
dFjSnzRJQrxuGEujeBiLtuldLEO2YiaUB1k=EAAAAEXWRR?lido+6WlcgJOneEpbYICT1UIOcHZFAVIYgj2lYWin
Dir.Properties.Resources”

Inspection: LoadModule, MemoryStream, ToBase64String, FileAccess, RSACryptoServiceProvider
Publickey.keyxml:

SHA256: e5f6ad503c88055b931c7af7ec52dfd09759330633b2ace4dba9722efd5¢876
MD5: 4e3e18e6140cb4cec89f4be5af25751

Interesting Strings:
<RSAKeyValue><Modulus>5IRbiTmdM20kFAzONhfepTt7gTNMTsSTsXfbbc+ZjpCYjeRzFxD9+Qfxu+moa
ExNFJGwkwsTLzzX+36 /Vszg85jhKimeTvHyLX2b5SnL93JGN9vchkuMEECP4SNjzJWHvW xYuJL7vBj4sjV81F
xh4HsZsohEDOFtMjAR2RP40Y aNs /tfGImFrPBAmeKJF4+uVuxkrOcHtdhhCH+ /BPfdqobfMNQ1 eljZj+2IpVYo
FPmSOeJFiCvLNEHM8McUEE?BOvSnls5D8hqDbqOTZdoFuGLRpwaEPYqVNVAYh1H9z+kXkiA /TU/GedKJ5




G7bffOkawta7vC7B5kbODZLpNQw8Q==</Modulus><Exponent>AQAB< /Exponent></RSAKeyValue
>

Packing

Detect-It-Easy

After opening the sample with detect-it-easy tool it shows me that the binary is not packed but there was at
some level | assumed it may be little bit obfuscated and there will be some random strings and junk data to
make it difficult for analyst.

Capa-Output

When | performed CAPA analysis on first stage of malware (WinDir.exe), it indicates that the binary is not
packed. The detail verbose analysis also tells the binary is obfuscated and it trigger most of the rules which
indicated that the binary is using these tactics and techniques according to MITRE ATT&CK framework. The
CAPA analysis also indicates that the binary is using RSA and AES encryption algorithms which tells me in the
very first stage of analysis that this could be a ransomware. The first stage sample was also performing the
system discovery, file discovery and defense evasion like obfuscation and masquerading files.




capa WinDir.exe

md5 286d1495a86c126a63c26a5618d515e6

shal 3848eff73b8b611df62al18cacd75cael81b7108b1

sha256 Bc1584ff73135e2a7920afaclca9cbedlbllacl28b589fecBBas87ba5f457ebd2
0s windows

format dotnet

arch ilae

path C:/Users/shaddy/Desktop/WinDir.exe

ATT&CK Tactic ATT&CK Technique

T
MBC Objective | meC Behavior

L IAES
1 iRSA

Ce827.801]
Cee27.e11]

::Use API [C@@21.803]

::Basebd [COB53.881]
::Basebd [COB26.0081]

1 :Encoding-Standard Algorithm [E1827.me2]
::Encryption-Standard Algorithm [E1827.m@5]

E1083]
E1082]

[CBeas]
[Ceea7]
[CBO51]
[Ceese]
[CBe52]

[cee17]
[Cea38]
[Ceass5]

Capability Namespace

data-manipulation/encoding/base64

(2 matches) data-manipulation/encoding/base64
data-manipulation/encryption/aes
data-manipulation/encryption/rsa
data-manipulation/prng
executable/resource
host-interaction/environment-variable

Static Analysis

When | opened the sample using DnSpy and start analyzing the code at very first stage of analysis, | found
some random strings and junk data in the main function. This could be to mislead the malware analyst or
could be used to bypass static detection of security controls.

(args[0]) && File. (args[0]))
(args[e]);
yy_ofdelll)}
c_toryy_ofdelll);
"hzsjfhicykshkdjghkdhgbvgkdjdfg" + "sfkjadgwewuitafgjsdksd™ + “nksj 7 jsdfsd” "fsgahfg
Thread. (865);

"kzjzgyshdkgdgkalshdlkghksdhgjhfd” + "aaesdfghsjdgldfhdjsgdg”
Thread thread Thread(

Fovoi FaruiaFihd €7 .
uygiteryugfjhdf”;

Threadstart(Program.
+ "sTstsygfskfksgfkjskjfsf" + "mkjnhbgvfcdxszz




In my static analysis of SamSam ransomware, | found some encrypted bytes and string type variable which
are storing the string value after decrypting the bytes. The SamSam ransomware is using the
DecryptStringAES() function which were taking two parameter one the cipher text and the second was
shared secret key. So, at this point | decided to start dynamic analysis and fo extract the decrypted string
at run time.

Basic Dynamic Analysis

Procmon and Process Hacker

As an offensive security researcher, | always prefer Procmon and process hacker in my first detonation of
malware sample which | analyze. When | executed the sample and captured all traffic using Wireshark and
captured the all activities using Procmon, | noticed some interested activities on Procmon. | applied filter on
Procmon to check either SamSam write any file or downloading any file on disk at runtime. | noticed that the
sample first looking the public key file, if the public key file is existed it execute itself and write a
(msctlcpx.bat) file on disk. After writing the batch file it checks the batch file exists and execute that batch
file.



Time. Process Name PID  Operation
‘WinDir exe 2332 T QueryStandardinformationFile
WinDir exe 2332 ' ReadFile

ViinDir exe 2232 % ReadFile
WinDir exe 2332 4 CreateFileMapping
2332 7 ReadFile
2232 T CloseFlle
2332 s CreateFile
2332 QueryBasicinformation File
2332 T CloseFlle
2332 s CreateFile
2332 s CreateFile
233

] OpeninfomationFile
2332 ' CloscFile

2332 T CreateFile
2332 s ReadFle
2332 T ReadFie
2232 T CloseFlle
2332 4 CreateFile
2332 T Createfile
2332 T CreateFlle
2332 s QueryNetwork OpeninformationFie:
2332 T CloseFile
2332 T CreateFlle
2332 7y CloscFle

2332 T CreateFile

2332 75 QueryStandandInformation Fle

2332 s CreateFileMapping

2332 ' QueryStandardinformationFile

2332 s CreateFieMapping

2332 s CreateFile

2332 T QueryStandardinformationFile

2332 s CreateFleMapping

2332 ' QueryStandardinformationFile

2332 7 CreateFileMapping

2332 s ReadFie

2332 T CreateFile
‘QueryBasicinformationFile

2332 ' CloseFile

2332 T CreateFile

2332 s QueryBasicirformationFile

2332 s CloseFile

2332 T CreateFile

2332 s QueryBasicirformationFile

2332 s CloseFile

2332 T CreateFile

2332 7 WriteFile

2332 ' SetEndOfFileinformationFile

2332 T CreateFileMapping

2332 s CreateFieMapping

2332 ' QueryStandardinformationFile

2332 s CloseFle

2332 7 CreateFile

# CloseFile
3514, 2332 ' CreateFile
2332 T QueryBasicinformationFile
2332 W CloseFile

R4 W Wil ava 27172 e CrmstaFila

| didn’t notice any network activity at my initial detonation, so at this stage | will talk about the host-based

Path

C:\Windows\System32\shfolder.dl
C:\Windows'System32\shfolder.di

C:\Windows"\System32\shfolder.d

€:\Windows'System3Z\shfolder.dl

C:\Windows"\System32\shfolder.dl

C:\Windows"System32\shfolder.di

C:\ProgramData

C\ProgramData

C:\ProgramData

€ \Windows\assembly\GAC_MSIL\System\20.0.0__b77a5c561834 089wl di
C:\Jsers'shaddy' Deskiop \publickey keyml
C:\Users'shaddy\Desktop \publicKey keyxml
C:\Users'shaddy' Deskiop \publicKey keyxml
C:\UJsers'shaddy’ Deskiop \publickey keyml
C:\Users'shaddy' Desktop\publicKey keyxml
C:\Users'shaddy' Deskiop \publickey keyxml
C:\Users'shaddy' Deskton \publicKey keyxml
C:\ProgramData'CrashLog
C:\ProgramData'CrashLog
C:\ProgramData
C:\ProgramData
C\ProgramData
C:\ProgramData'\CrashLog
C:\ProgramData'CrashLog

scilcpx bat
sclcpx bat

rogramData'\CrashLog'mscliopr bat
C:\Windows\assembly\GAC_64\mscorib’2.0.0.0_b77a5¢5619342089\sorttbls.nlp

c bly\GAC_64\mscorib\2.0.0.0_b77a5c56 nlp
C 1y\GAC_t \20.0.0_b77abc56 nlp
C:\Wind bly\GAC_64\mscortib\2.0.0.0_b77a5c5619; nlp
c Iy\GAC_¢ \2.0.0.0__b77abc56 nlp
C Iy\GAC_t \2.0.0.0_b77a5c56 vl
CWind By \GAC 64\macorib\2.0.0.0_b77a5e5619 vrip
c Iy\GAC_¢ \2.0.0.0__b77abc56 ylp
C:\Wind bly\GAC_B4\mscorib\2.0.0.0_b77a5c5615: vl
CWind B \GAC 1it\2.0.0.0_b77a5e5619 vrip
c Iy \GAC_¢ \2.0.0.0__b77abc56 ylp

C:\ProgramData’CrashLog \msctlcpr bat
C:\ProgramData'\CrashLog'msctlcpx bat
C-\ProgramData'CrashLog msctlops bat
C:\ProgramDat’\CrashLog\msctlcps bat
C:\ProgramData'CrashLog\msctlcpe bat
C:\ProgramData'CrashLog msctlop bat
C:\Users'shaday\Desktop

C:\Users'shaddy\ Deskiop

C:\Users'shaddy\Deskiop

C:\ProgramData'CrashLog\msctlcps bat
C:\ProgramData'CrashLog\msctlops bat
C:\ProgramData’CrashLog\msctlcp bat
C:\ProgramData'CrashLog\msctlcps bat
C:\ProgramData'CrashLog\msctlops bat
C:\ProgramData’CrashLog\msctlcp bat
C:\ProgramData'\CrashLog\mscticpx bat
C \Windows'System3Z\cmd exe

Windows\System32\cmd exe
C:\Windows\System32\cmd.exe
C:\Windows\System32\cmd.exe
C:\Windows'System32\cmd exe
Al lemre\hadei Naslrion

Result

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

NAME NOT FOUND
SUCCESS
SUCCESS
SUCCESS
SUCCESS

ENDOF FILE
SUCCESS

NAME NOT FOUND
NAME NOT FOUND
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

SUCCESS
SUCCESS
FILE LOCKED WITH ONLY READERS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
FILE LOCKED WITH ONLY READERS
SUCCESS
SUCCESS
SUCCESS

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
FILE LOCKED WITH ONLY READERS
SUCCESS
SUCCESS
SUCCESS

SUCCESS
SUCCESS
SUCCESS
slirrEss

Detai
AlocationSize: 12,
Offset: 0, Length: 1
Offset: 10,240, Len
SyncType: SyncTy.
Offset: 8,704, Leng

Desired Access: R
CreationTime: 12/7.

Desired Access: R
Desired Access: R.
CreationTime: 11/2.

Desired Access: G
Offset: 0, Length: 4.
Offset: 415. Length

Desired Access: R
Desired Access: R
Desired Access: R,
CreationTime: 12/7.

Desired Access: R,

Desired Act
et D,

—
, Length: 2.

Desired Access: G,
AllocationSize: 20,
SyneType: SyncTy.
AllocationSize: 20....
SyncType: SyncTy.
Desired Access: G.
AllocationSize: 266.
SyneType: SyncTy.
AllocationSize: 266.
SyncType: SyncTy..
Offset: 0, Length: 3.
Desired Access: R.
CreationTime: 11/2

Desired Access: R,
CreationTime: 11/2.

Desired Access: R,
CreationTime: 9/25.

Desired Access: R,
Offset: 0, Length: 4.
EndOfFile: 270

SyncType: SyncTy..
SyneType: SyncTy.
AllocationSize: 272.

Desired Access: R

Desired Access: R
CreationTime: 9/7/..
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indicators that | noticed during the initial detonation. When | checked the created batch file in

programdata, it contains the code which was checking the running processes in loop and verifying the main
process is in running processes or not. If the main process is not in the processes, it was deleting itself and
the binary of sample from disk. The batch file was containing the loop and it was pinging local host for 5

times during the loop.

@echo off

SETLOCAL EnableExiensions

set "EXE=WinDir.exe"

set "PEXE=C:\Users\Shaddy\Desktop"
:loop

FOR /F %%x IN ('tasklist /NH /FI "IMAGENAME eq %EXE%") DO IF %3%x == %EXE% goto FOUND

goto END
FOUND

ping 127.0.0.1-n 5 > NUL
goto loop

:END

DEL "%PEXE%\%EXES"
DEL "%~f0"

After some time, | found that my entire system was encrypted by SamSam Ransomware. So, | checked the
encrypted file it was adding the extension (checkdiskenced) and leaving the ransom note with the name of

READ-FOR-HELLPP.html.




Creatcfle C:\Pin'extras'\rt \include'sys'system_properties hcheckdiskenced NAME NOT FOUND Desired Acceas: R
2332 [PCreateFie C:\Pin'extras'\ertVinclude \sys'system_properties hcheckdiskenced SUCCESS Desired Access: G
QueryStandardinformationFie C:\Pinhextras\or\nclude \sys \system_properties hcheckdiskenced SUCCESS AlocationSize: 0, E.
2332 7 WiteFie C:\Pinhextras \erf\nclude'sys \system_properties hcheckdiskenced SUCCESS Offset: 0, Length: 3.
= CloseFie C:\Pin'exiras'\crt\ncludesys'system_properiies hcheckdiskenced SUCCESS

s CreaicFle

C:\Pin'extras et \include\sys'system_properties h SUCCESS Desired Access: R
2332 [ ys\system_propeties h SUCCESS CreationTime: 6/7/.
2332 7 CloseFle C:i\Pintextrasert\nclude \sys system_properties h SUCCESS
2332 3 CreateFle C:\Pin'extras'\et\ncludesys'system_properties h SUCCESS Desired Access: G
2332 % ReadFile C:\Pin'extras'\et \indlude\sys'system_properties h SUCCESS Offset: 0, Lengih: 3.
2332 s ReadFile Ci\Pintextras'\or \nclude \sys \system_properties h SUCCESS Offset: 0, Length: 3.
2332 7 CloseFle C:i\Pintextrasert\nclude \sys system_properties h SUCCESS
2332 3 CreateFle c ye'system_properi SUCCESS Desired Access: G
2332 [= \sys'system_propeti SUCCESS AlocationSize: 4.0.
2332 s WiteFile: [ ys\system_propet SUCCESS Offset: 3,072, Leng,
2332 7 CloseFle [= ye'system_properti SUCCESS
2332 3 CreateFle c ye'system_properi SUCCESS Desired Access: G
2332 7 WirteFile [= \sys'system_propeti SUCCESS Offset: 0, Lengih: 2.
2332 s CloseFie [ ys\system_propet SUCCESS
2332 o CreateFile [= ye'system_properti SUCCESS Desired Acsss: R..
2132 c ye'system_properi SUCCESS CreationTime: 11/2.
WinDirexc ¥ CloseFile [= \sys'system_propeti SUCCESS
WinDirexe s CreateFle [ s sy SUCCESS Desired Access: R
w [= ye'system_properti SUCCESS CreationTime: 11/2.
7 CloseFie C:\Pin'exiras'\ert\ncludesys'system_propefiies hcheckdiskenced SUCCESS

CreateFile C:\Pin'extras'cr\include'sys\READ-FOR-HELLPP him Desired Access: R
QueryNetwork OpeninfomationFile. C:\Pin\extras\ct\includesys\READ-FOR-HELLPP htmi CreationTime: 11/2.
C:\Pin'extras'\crt\include \sys\READ-FOR-HELLPP html

s CreateFle C:\Pin'extras\ert\nclude sys\system_properties h SUCCESS Desired Access: W,
# SetBasiclfomationFie C:\Pin'extras'\et \indlude\sys'system_properties h SUCCESS CreationTime: 0, L
¥ CloseFie Ci\Pintextras'\or \nclude \sys \system_properties h SUCCESS

2332 o CreateFle C:i\Pintextrasert\nclude \sys system_properties h SUCCESS Desired Accsss: R..

2332 s Query Atisbuite TagFie C:\Pin'extras'\et\ncludesys'system_properties h SUCCESS Atibutes: N, Repa.

2332 7 CloseFie C:\Pin'extras'\et \include\sys'system_propetties h SUCCESS

2332 o CreateFile C:\Pin‘extras\et \nclude \sys'time. h SUCCESS Desired Access: R

232 [= ys'time.h SUCCESS CreationTime: 6/7/.

2332 3 CloseFie C:\Pin'‘extras\ert\ndlude sys'time h SUCCESS

2332 7 CreateFle C:\Pin'ertras'et Vindlude sys'time h SUCCESS Desired Access: G

2332 s CloseFle C:\Pin‘extras\et \include \sys'time. h SUCCESS

2332 o CreateFle =) SUCCESS Desired Acesss: S.

2332 3 CloseFie c SUCCESS

2332 7 CreateFle C:\Pin'ertras'et \indlude sys'time h SUCCESS Desired Access: R

2332 [ s SUCCESS CreationTime: 6/7/.

2332 7 CloseFle C\Pin'‘extras'\et \nclude'sys'time h SUCCESS

2332 3 CreateFle C:\Pin'‘extras\ert\ndlude sys'time h SUCCESS Desired Access: R

2332 [= \ \sys'time h SUCCESS CreationTime: 6/7/.

2332 s CloseFle C:\Pin‘extras\et \nclude \sys'time h SUCCESS

2332 o CreateFile C:\Pintextras'er \nclude sys time heheckdiskenced NAME NOT FOUND Desired Accsss: R..

2332 3 CreateFle C:\Pin'extras'\ert\includesys'fime hcheckdiskenced NAME NOT FOUND Desired Access: R

2332 7 CreateFle C:\Pin'extras'ertindludesys'time heheckdiskenced SUCCESS Desired Access: G

2332 [ ys\time hohecks SUCCESS AlocationSize: 0, E.

2332 o WiiteFile C:\Pintextras'er \nclude sys time heheckdiskenced SUCCESS Offset: 0, Length: 3.,

2332 3 CloseFie C:\Pin'extras'\ert\includesys'fime hcheckdiskenced SUCCESS

2332 7 CreateFle C:\Pin'ertras'et indlude sys'time h SUCCESS Desired Access: R

2332 [ ys\time h SUCCESS CreationTime: 6/7/.

2332 7 CloseFle C\Pin'‘extras'\et \nclude'sys'time h SUCCESS

2332 3 CreateFle C:\Pin'‘extras\ert\ndlude sys'time h SUCCESS Desired Access: G

2332 % ReadFile C:\Pin'ertras'et Vindlude sys'time h SUCCESS Offset: 0, Lengih: 3.

2332 s ReadFile C:\Pin‘extras\et \nclude \sys'time h SUCCESS Offset: 0, Length: 3.

2332 7 CloseFle C\Pin'‘extras'\et \nclude'sys'time h SUCCESS
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Advanced Dynamic Analysis

| started advanced dynamic analysis of sample using Dnspy. Dnspy is one of the best debuggers and
Decompiler for .NET binaries. WinDir.exe is .Net binary so | open it using dnSpy, In the main function first it
was looking for the argument which was the file of public key. After getting the argument, the samples read
all the bytes from the file and store them in the variable “pubbbbbbbbbkey”. After that it was checking the
directory, if the directory exists then write a file otherwise it creates that directory and write the batch file
into it. Now | decided to start detailed dynamic analysis by debugging the program.

gs[e]))

Breakpoints:
| start analysis step by step and put breakpoints. First, | wanted to know about the file it was taking as an
argument then the bytes it was storing in the variable after reading the argument file.

(args[@])

.pubbbbbbbbbbbkkkkey = File.ReadAllText(args[@]);

Following the execution flow and putting breakpoints, | found that the Samsam ransomware was looking
“publicKey.keyxml” file and reading all bytes which indicates the public key of RSA-2048 encryption
algorithm that was using for encryption in this sample.




path)

( path)

return File.ReadAllText(path, Encoding.UTFg);

path, encoding)

ath, encoding))

contents)

(path, contents i . )5

contents,

AT T T T TTTTTTTTTYTT

Value

b &2 streamReader

After successfully taking the argument, the malware was looking some directory, if the directory already
exists than it was creating a new thread and executing something in new thread. But at that time for me
important thing was to know about the directory it was looking, so | put breakpoints on following execution
and found the path of directory it was looking.

When | follow the execution, | found that it was creating a directory, the path and name of directory was
encrypted with AES encryption.

dire c_toryy ofdelll = Environment.GetFolderPath(Environment.SpecialFolder.CommonApplicationData) + "\\" + encc.DecryptStringAEs(" na7WcCsBC
Program.msaltpassss) ;|

After debugging, | found the decrypted directory path. Samsam was looking the directory
“C:\ProgramData\CrashLog”.

der folder)

[1 { (int)folder }));

folder

ringBuilder
text




When | decrypted the name of subdirectory it was appending with path of folder “C:\ProgramData\”.
Samsam sample was looking for the path of that directory. “C:\ProgramData\CrashLog\”.

return text;

2 cipherText
2 sharedSecret
3 rijndaclManaged

ream
rm e Transform

For the verification of created directory, | just executed the instructions of directory creation function and
recorded all activities using Procmon. | found on the Procmon that same results that | extracted from
debugging and putting breakpoints.

B Process Monitor - Sysintemals: www.sysinternals.com

Windir
File Edit Event Filter Tools Options Help

BEIIRDN YHAO & £ L /[E s 2 H

Process Name PID Operation Path Result Detail

T WinDirexe 6448 & Createile C:\ProgramData'\CrashLog SUCCESS Desired Access: R
T WinDirexe 6448 ¥ QueryNetwork... C:\ProgramData'\CrashLog SUCCESS CreationTime: 11/2.
T WinDirexe 6448 s Closefile C:\ProgramData'\CrashLog SUCCESS

W WinDirexe 6448 % Thread Create SUCCESS Thread ID: 7784
W WinDirexe 6448 % Thread Create SUCCESS Thread ID: 3112

After creating the directory, the instructions were to create a new thread and start. Samsam ransomware

was starting something as a new thread. Now | wanted to know about the process it was starting as a new
thread. Before creating the new thread there was some junk strings and random sleeps which at that point,
| was considering the time-based sandbox evasion or it could be used to bypass security controls solutions.

adStart(Program. ru7n113713pﬂ13r7c}1ek7) )s

When | followed the execution follow, | found that it was starting a function “rul_nlo_opf_or_chek_" as a
thread and in that function, there was new things were happening. This function was writing some content in
file at that point, | don’t know about the file name, the path where the file is written and the content of that
file. After writing file the function was starting the process by executing that created file.




So, at that point my main target was to know about the file path and the content written in that file. | started
my analysis in the same flow and put the breakpoints on each function return statement and check the content
and path of that file. | found that the name of file and the content was fully encrypted with AES encryption
so, | start debugging and check the decrypted values at runtime. This was the first decrypted string “@echo
of\nSETLOCAL EnableExtensions\nset \"EXE="". It looks command which is enabling extension and telling
the extension type.

100% -

cipherText
! sharedSecret

! rijndaelManaged

! tex

The second string after decrypting was ™\"\nset \"PEXE=". It looks that it was setting or assigning the PE
file to a variable.



MName Value
cipherText
sharedSecret
rijndaelManaged
te

The last string that | found was "\"\n:loop\nFOR /F %%x IN ('tasklist /NH /FI \"IMAGENAME eq
%EXE%\"™") DO IF %%x == %EXE% goto FOUND\ngoto END\n:FOUND\nping 127.0.0.1 -n 5 >
NUL\ngoto loop\n:END\nDEL \" %PEXE%\\%EXE%\"\nDEL \" %~f0\"". This looks a loop which is looking
some specific process in running process and if the process is not exist it was performing the self-destruction
and deleting the PE file as well.

100% -

Locals

Name
cipherText 2Rw FHASBmNXImL WVUB: nbubNCqksA+ XzDE-+T9+ ukEqbwCPERLDdjc6!
sharedSecret

At that point, | found all the content which were written in some file and was executing but still | was not
aware of the file name and the path where it was written. So, | decrypted the file name that was a batch
file with the name of “msctlcpx.bat”.

Now for this execution flow, | final step was to know about the path where this batch file was written. So, |
decrypted the path of that file. The batch file was written in the same directory.



B (stre == null)

str@

(stri

strl
(str2

str2
100

Locals

Mame Value

Now for the verification of the whole content, | captured all activities using Procmon and executed only the
instruction that were writing batch file into above mentioned directory. So | found the batch file with the
same name and content.

BEIIRE TAGO|& £ £ H- W
Time . Process Mame PID Ogersion Pah Reaut Datsl
1152 WD axe 0032 Waerle C\ProgramData\CrashLog mactien bat SUCCESS Offset: 0, Longth: 2.

5tart(new Processstartinfo(Progran.del ba tpa t

Redirectstandardoutput - true,
RedirectStandardError = true,
Standardoutputencoding = Encoding.GetEncoding (“UTF-
MindowStyle = ProcessiindowStyle.Hidden,
UseshellExecute = false,

Createlioklindow = true

Mansge

Share View | Application Tools o

< 1 ThisPC » Local Disk (T » ProgramData » Crashlog

# Quick sccess

mscticpe.bat ;
& OneDrive L
) mscticpe bat - Notepad - o
B This P
Fle Eft Format View Help
B 30 Objects Becho off
 Desinop SETLOCAL EnableExtensions
Bocuments set "EXE=WinDir.exe”
3 Donrionts st “PEXEC:\rers\haddy \Deskeos”
J" Music FOR /F X%x IN (‘tasklist /NH /FI “IMAGENAME eq XEXEX"') DO IF Mx == ZEXEX goto FOUND
& Pictures goto EWD
- FOUND
B videos ping 127.8.8.1 -n 5 > ML
2 Locsl Disk (C) gote Loop
+END
o Network DEL "HPEXEX\KEXEX"
DEL "%~f0"

After that there was an array of string which contains the letter from A to Z and it was looping over all
array items and checking which drive is ready so that it can find the all directories, subdirectories and files
under that drive.



s JtH)

DriveInfo driveInfo = DriveInfo(array[j]);

(driveInfo.

(driveInfo.

{Unauthori

After exploring the function there were conditions seem to be related to filtering out specific directories or
paths. Here's a breakdown of what each part of the condition is checking:

e path.Tolower() I= Program.wi_ndo_ws_d_r_iv_e_.ToLower() + "windows": Checks if the lowercase
version of the given path is not equal to the lowercase version of "windows" appended to the
lowercase version of Program.wi_ndo_ws_d_r_iv_e_.

e path.Tolower() I= Program.wi_ndo_ws_d_r_iv_e_.TolLower() + "winnt": Similar to the first
condition, but checks for "winnt" instead.

o Ipath.ToLower().Contains("reference assemblies\ \microsoft"): Checks if the lowercase version of the
given path does not contain "reference assemblies\microsoft".

o Ipath.ToLower().Contains("recycle.bin"): Checks if the lowercase version of the given path does not
contain "recycle.bin".

o Ipath.ToLower().Contains(Program.wi_ndo_ws_d_r_iv_e_.ToLower() + "users\\all users".ToLower()):
Checks if the lowercase version of the given path does not contain the lowercase version of
"users\all users" appended to the lowercase version of Program.wi_ndo_ws_d_r_iv_e_.

e Ipath.ToLower().Contains(Program.wi_ndo_ws_d_r_iv_e_.TolLower() + "documents and
settings\ \all users".ToLower()): Similar to the previous condition but checks for "documents and
settings\all users" instead.

e Ipath.ToLower().Contains(Program.wi_ndo_ws_d_r_iv_e_.TolLower() + "boot"): Checks if the
lowercase version of the given path does not contain the lowercase version of "boot" appended to
the lowercase version of Program.wi_ndo_ws_d_r_iv_e_.

e Ipath.ToLower().Contains(Program.wi_ndo_ws_d_r_iv_e_.TolLower() + "users\\default"): Checks if
the lowercase version of the given path does not contain the lowercase version of "users\default"
appended to the lowercase version of Program.wi_ndo_ws_d_r_iv_e_.

element) => element == ext.Tolower());




this conditional statement is likely used to filter out specific paths or directories based on the mentioned
conditions. If the given path meets any of these conditions, the overall condition would evaluate to true,
indicating that the path should be excluded or not processed further.

After checking and filtering the paths and directories based on conditions, it was getting the full name and
path of files and filtering with some other conditions which were coded into another function
“go_for_ee_e_nn_ncc_cc”.

ing element) => element —= =

(FileInfo.

By the name of that function, it was also obvious for me that it is checking that either this file should be
encrypted or not. It was filtering some extension that it was not going to encrypt in this function. In this
function it was returning and setting the value of flag, in case of true it encrypts the files else it ignores it.

e text.ToLower() == Program.exttennn_sion_en_c.ToLower(): Checks if the lowercase version of the
given text is equal to the lowercase version of Program.exttennn_sion_en_c.

o filelInfo.Name == Program.delbatname: Checks if the name of the file (retrieved from filelnfo) is
equal to Program.delbatname.

e fileInfo.Name == Program.hhheeeelpppfffilleeeee + Program.hhhhelllpfffileexxxxtenssssionnn:
Checks if the name of the file is equal to the concatenation of Program.hhheeeelpppfffilleeeee
and Program.hhhhelllpfffileexxxxtenssssionnn.

e filelInfo.Name == Program.seee_Ifffnaaameee: Checks if the name of the file is equal to
Program.seee_Ifffnaaameee.

o fileInfo.Name.ToLower() == "desktop.ini": Checks if the lowercase version of the name of the file is
equal to "desktop.ini".

o fileInfo.Name.ToLower().Contains("ntuser.dat"): Checks if the lowercase version of the name of the
file contains the substring "ntuser.dat".

e path_for_check.ToLower().Contains("search-ms"): Checks if the lowercase version of path_for_check
contains the substring "search-ms".

o text == ".search-ms" | | text == ".exe" || text == ".msi" | | text == ".Ink" | | text == ".wim" | |
text == ".scf": Checks if text is equal to one of the specified values (".search-ms", ".exe", ".msi",
"Ink", ".wim", ".scf").




path_for_check)

(path_for_che:

After that there was a statement that was checking either this extension is exists in the array of types if yes
than it proceeds to encrypt the file.

bool flag = Array.Exists<string>(Program.ttitttittttittitittitttt, (string element) => element == ext.ToLower());

If the condition returning true than it checks the permission of files. There was a function with the name of
“chk4flok” in this function it was checking the read and write permission of that file.

hkaflok ¢ FileName)
eam fileStream =
fileStream = . (FileName, Fil e. FileAccess. FileShare.

WILET

fileStream

After executing this function there was another statement which was checking that the file is database or not.
It was checking by the extension of file comparing with the existing array of databases files. If the file is
database file it was adding into list of separate database files.

bool flag2 = Array.Exists<string>(Program.ttttdbbbbdbdbdbd, (string element) => element == ext.ToLower());



if (flag2)
{

Program.list_seprate_db_file(fileInfo.FullName);

FileInfo fileInfo =
length = fileIn
(length <= 1848
1] . Add(path) ;
L < length && length <= 1
[18].Add(path);

& length <

& length <
(path);

< length length <
3].Add{path);

< length length <
Add(path);

< length length <
(path);

< length length <

ix[16].Add(path);

ix[17].Add(path});

If the file type is other than the database file it was calling killing process function. At that level | can say it
was trying to close the process in case if it is in running state. Because it needs to be encrypted. Also, after
killing the process, it was checking the length of file with specific bytes. If the length of file which is going to
encrypted is less or equal than continue the encryption procedure.



(fileInfo.

Then finally in this the function with name “enenenenenenenenene” it was checking the space available in
drive and calculating the length of file and checking the leave note files already exists or not and also doing
encryption using RSA-2048 and leaving the “.html” note and writing content into the note file which includes
the bitcoin addresses and other communication ways to pay ransom.

( pathfile)

FileInfo fileInfo = FileInfo(pathfile);

(fileInfo. + "\\" + filelnfo.

fileInfo = Fileattributes
(pathfile);

Now before concluding the analysis, | want to show you guys the extensions it was looking for and the
database file types.

".vb,.asmx,.config,.3dm,.3ds,.3r,.3g2,.3gp,.3pr,.7z,.ab4,.accdb,.accde,.accdr,.accdt,.ach,.acr,.act,.adb,.ads,
.agdl,.ai,.qit,.al,.apj,.arw,.asf,.asm,.asp,.aspx,.asx,.avi,.awg,.back,.backup,.backupdb,.bak,.lua,.m,.m4v,.max
,-mdb,.mdc,.mdf,.mef,.mfw,.mmw,.moneywell,.mos,.mov,.mp3,.mp4,. mpg,.mrw,.msg,.myd,.nd,.ndd,.nef,.nk2,.n

op,.nrw,.ns2,.ns3,.ns4,.nsd,.nsf,.nsg,.nsh,.nwb,.nx2,.nxl,.nyf, tif,.tlg,.txt,.vob,.wallet,.war,.wav,.wb 2,.wmv,.wpd,.
wps,.x11,.x3f,.xis,.xla,.xlam,.xlk,.xIm,.xIr,.xls,.xIsb,. xIsm,.xIsx,.xIt,.x[tm,.x|tx,.xIw,.xml,.ycbcra,.yuv,.zip,.sqlite,.
sqlite3,.sqlitedb,.sr2,.srf,.srt,.srw,.st4,.st5,.5t6,.517,.st8,.std,.sti,.stw,.stx,.svg,.swf,.sxc,.sxd,.sxg,.5Xi,.sXm,.sXW,.te x
»tga,.thm,.tib,.py,.gba,.gbb,.gbm,.qbr,.gbw,.qbx,.qby,.r3d,.raf,.rar,.rat,.raw,.rdb,.rm,.rtf,.rw2,.rwl,.rwz,.s3d

b,.sas7bdat,.say,.sd0,.sda,.sdf,.sldm,.sldx,.sql,.pdd,.pdf,.pef,.pem,.pfx,.php,.php5,.phtml,.pl,.plc,.png,.pot,.p

otm,.potx,.ppam,.pps,.ppsm,.ppsx,.ppt,-pptm,.pptx,.prf,.ps,.psafe3,.psd,.pspimage,.pst,.ptx,.0oab,.obj,.odb,.o
dc,.odf,.odg,.odm,.odp,.ods,.odt,.0il,.orf,.ost,.otg,.oth,.otp,.ots,.ott,.p12,.p7b,.p7c,.pab,.pages,.pas,.pat,.pbl,.
pcd,.pct,.pdb,.gray,.grey,.gry,.h,.hbk,.hpp,.htm,.html,.ibank,.ibd,.ibz,.idx,.iif,.iiq,.incpas,.indd,.jar,.java,.jpe,.ip
€9,.ipg.,-isp,-kbx,.kc2,.kdbx,.kdc,.key, kpdx,.doc,.docm,.docx,.dot,.dotm,.dotx,.drf,.drw,.dtd,.dwg,.dxb,.dxf,.d



xg,.eml,.eps,.erbsql,.erf,.exf,.fdb,.ffd,.fff,.fh,.fhd,.fla,.flac,.flv,.fmb,.fpx,.fxg,.cpp,.cr2,.craw,.crt,.crw,.cs,.csh,.c
sl,.csv,.dac,.bank,.bay,.bdb,.bgt,.bik,.bkf,.bkp,.blend,.bpw,.c,.cdf,.cdr,.cdr3,.cdr4,.cdr5,.cdrb,.cdrw,.cdx,.ce1,
.ce2,.cer,.cfp,.cgm,.cib,.class,.cls,.cmt,.cpi,.ddoc,.ddrw,.dds,.der,.des,.design,.dgc,.djvu,.dng,.db,.db-
journal,.db3,.dcr,.dcs,.ddd,.dbf,.dbx,.dc2,.pbl"

Database Files

sharedSecret
1daelManaged

Locals
Mame Value
cipherText
sharedSecret
3 rijndaelManaged




(rijndaelManaged !=

rijndaelManaged.Clear();
100 % -

Locals
MName
cipherText
sharedSecret
rijndaelManaged
) text

At that point, | have completed my analysis and found pretty much working of this ransomware. Now the
next step for me is to map the extracted TTPs of that malware on MITRE ATT&CK framework and recreate
them for proactive emulation to validate the security controls.

Extracted TTP’s
MITRE ATT&CK MAPPING
Tactic Techniques and Sub-Techniques
Defense Evasion Technique: Time-Based Sandbox Evasion
Impact Technique: Data Encrypted for Impact (T1486)
Execution Technique: Command and Scripting Interpreter (T1059)

Sub_technique: Windows Command Shell (S003)

Defense Evasion Technique: Indicator Remover (T1070)
Sub_technique: File Deletion (S004)

Defense Evasion Technique: Obfuscated Files or Information (T1027)
Sub_technique: Binary Padding (S001)

Recreation and Security controls validation

As an offensive security researcher, my primary responsibility involves the meticulous analysis of real-world
samples to extract Tactics, Techniques, and Procedures (TTPs). Once identified, | map these TTPs onto the
MITRE ATT&CK framework, providing a comprehensive understanding of the adversary's behavior. To
validate the effectiveness of security controls, | employ emulation techniques by recreating the identified
TTPs using the same methods observed in the analyzed samples. This emulation process ensures a realistic
simulation of the adversary's actions, allowing for thorough validation of existing security measures. For this
purpose, | leverage proprietary emulation tools, ensuring precision and adaptability in replicating



sophisticated attack scenarios. My role extends beyond the typical scope of a Security Operations Center
(SOC) Level 3, as | not only analyze but also recreate the same behavior for proactive emulation and then
provide mitigation strategies, including the development of YARA rules, Sigma detection signatures, and
Indicators of Compromise (loC). This comprehensive approach is crucial for enhancing the organization's
resilience against evolving cyber threats.

! MAR-10158513.r1.v1 — SamSam Ransomware - 100.0%

o
Lo
Lo Lo

This is the overall flow of my work:

SamSam
Ransomware

Extracted TTP's

! ! | . l

T;c;hnlque. Data Technigue: Cummd i Te;hnlque. Obfusc?led Sandbox Evasion:
crypted for and Scripting __ 1070 Files or Information Time Based
Impact (T1486) Interpreter (T1059) RemorcoCLLOI0) (T1027) 1497.003

Emulation

Emulation Tool

Validate

{Securﬂy Controls validationJ

10C's and YARA
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Mitigation
YARA

rule SamSam_Ransomware
meta:
description = "Latest SamSAm ransomware sample”
author = "Usman Sikander"

reference = "https://www.crowdstrike.com/blog/an-in-depth-analysis-of-samsam-
ransomware-and-boss-spider /"

hash1 =
"0c1504ff73135e2a7920afac1c49c6ed1b11acl 20b589fec08a87b05f457ebdmd5”

hash2 = "286d1495a80¢c126063c26a5610d515e6"
hash3 = "e5f6ad503c88055b931c7af7ec52dfd09759330633b2aced4dba9722efd5¢c876"
hash4 = "4e3e18e6140c64cec89f4be5af25751"

strings:

$s1 = "<eulaV>xPN10BWSqfQgInnB6ydF204jiHN /uqgliySnn1fkhqUk=</eulaV>" fullword

wide
$52 = "EAAAAI9W2MPg9bAiJpWBKhfX9ZoiLEEZZAquBKVJFZdXoCvh" fullword ascii
$s3 = "EAAAAAYWKOOFPYTndcfhmSU /hwez/ah7 CryNUEmKAYOZoK2J" fullword ascii
$s4 = "hzsjfhicykshkdjghkdhgbvgkdjdfg" fullword wide
$s5 = "EAAAAOeHr6QeAnAEeR04Cna7WcCsBCEgpGA5pyNBz3e1BNyy" fullword ascii
$s6 = "sfkjadgwobwuitafgjsdksd" fullword wide
$s7 = "nksjfgqd7trugfisdfsd" fullword wide
$s8 = "fsgahfgfuygiteryugfihdf" fullword wide
$s9 = "sfsfgcbdsfygifsgsfgsj” fullword wide
$s10 = "mkjnhbgvfcdxszzdxfegvhbi" fullword wide

$op0 = {52 6573 6F7572 63 6573 2E52 6573 6F7572}
$op1 = {44 6573 6B 74 6F 70 20 57 69 6E 64 6F 77 73 }



$op2 = {57 69 6E 44 69 72 2E 65 78 65 00 65 6E 63 63 }

condition:
(uint16(0) == Ox5a4d and
filesize < 53KB and
( 6 of them ) and all of ($op*)

) or ( all of them)

Conclusion

Traditional signature-based detection methods often struggle to identify this polymorphic malware due to
its rapid ability to change and evade detection.

This analysis underscores the pressing need for behavioral detection mechanisms in modern cybersecurity
strategies. Behavioral detection, powered by machine learning and artificial intelligence, focuses on
identifying behavioral patterns rather than relying solely on known signatures. This approach enables
security systems to adapt and recognize emerging threats like SamSam Ransomware, even as they evolve
to evade traditional defenses. By continuously monitoring and analyzing system behavior, security solutions
equipped with behavioral detection offer a proactive defense, providing a crucial layer of protection
against emerging threats that traditional methods may miss.




